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Abstract

Hugging Face Spaces (Spaces) has become a leading platform for
hosting Al applications, offering developers seamless integration of
Git-based repositories and out-of-the-box web service deployment.
However, as its adoption continues to expand, security concerns
have come to light. Recent reports have pointed to the issue of
accidental exposure of sensitive information, such as API tokens
and database credentials, within Spaces-hosted code. Despite these
concerns, the research community still lacks a comprehensive un-
derstanding of the scope and impact of these security risks. To
bridge this gap, we present the first large-scale and systematic
empirical study to quantify the extent of secret key leakage in
Spaces. We begin by compiling a comprehensive dataset of 313,647
public Spaces repositories created between March 2022 and De-
cember 2024. To detect exposed secret keys, we introduce Secret
Reviewer, an advanced framework that combines static analysis and
Large Language Model (LLM)-assisted detection to identify leaked
credentials. Applying Secret Reviewer, we identified 9,149 with
secret keys leakage vulnerabilities and 11,557 unique keys—76% of
which from leading Al service providers such as OpenAI and Groq.
Our findings indicate that 30% of leaks were embedded in commit
histories, and over 1,000 non-code files contained sensitive data.
Further validation revealed that 30% of detected keys remained
active, including 140 valid database credentials and 50% of access
tokens with write permissions, underscoring significant security
risks. Our study sheds light on critical security challenges in Al
platform ecosystems and advocates for stronger security practices
to mitigate these risks.
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1 Introduction

With the rapid advancement of artificial intelligence (AI) applica-
tions, the demand for convenient and scalable deployment solutions
has increased significantly [40]. Hugging Face Spaces (hereafter
referred to as Spaces) has emerged as a leading platform for hosting
AT applications, providing developers with an efficient and user-
friendly environment for quickly deploying and sharing AI models.
By leveraging Git-based code repositories and built-in web service
deployment, Spaces enables developers to build and showcase Al
applications at minimal cost. As of now, Spaces has hosted more
than 300,000 public Al web applications, forming a highly efficient
Al service pipeline (as illustrated in Figure 1). Through standard-
ized API interfaces, developers can seamlessly integrate third-party
model inference services to perform Al tasks such as text generation
and image recognition, without the need for complex computing
resource management or extensive code adaptation.

However, this convenience also introduces serious security risks.
Recent reports [9, 35] have revealed that numerous API access to-
kens, database credentials, and other secret key information have
been inadvertently exposed in Spaces repositories, leading to unau-
thorized API abuse, user data breaches, and even malicious code
execution [20]. Recent industry analyses [31] also documented real-
world cyberattacks that exploited leaked API keys, underscoring the
growing severity of this threat. Despite these findings, systematic
research on secret key leakage in Spaces remains scarce. Compared
to traditional platforms, secret key leakage in Spaces may present
several distinct security challenges: (1) Since Spaces focuses on Al
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Figure 1: When developers use Spaces, 1. they first create a
repository and upload their code to the platform. 2. Subse-
quently, Spaces deploys and distributes the code based on
its contents. 3. In addition to accessing the hosted large lan-
guage models (LLMs) through API calls, developers can also
leverage both Hugging Face and third-party cloud inference
APIs. 4. Finally, end-users can interact with various AI appli-
cations via web interfaces . However, if user inadvertently
hardcodes secret keys in a public Space, attackers can exploit
them, leading to API abuse and privacy breaches.

applications and provides built-in web services, the volume, types,
and file locations of leaked secret keys may differ significantly from
those observed on traditional platforms such as GitHub and GitLab.
(2) The rapid expansion of the Spaces ecosystem may have led to
inadequate secret key detection and protection mechanisms in its
early stages, resulting in variations in the severity of secret key
leakage across repositories created at different times. (3) Unlike
traditional software, Al applications typically rely on external plat-
forms for services such as model inference and external data access
demands [30]. In such cases, access to external platforms invariably
requires the use of secret keys (e.g., API keys or authentication to-
kens), which could further amplify the security risks [22]. However,
currently there is no clear statistical evidence to illustrate the land-
scape and severity of security threats posed by secret key leakage
in Al applications. Therefore, a large-scale empirical investigation
of Spaces repositories is crucial to understanding and mitigating
these security threats.

Our Work. This study conducts the first systematic empirical anal-
ysis of secret key leakage in Spaces repositories. Specifically, we
investigate Space secret key leakage from three perspectives: preva-
lence, characteristics, and security risks. Our study addresses the
following three research questions (RQs), with key findings sum-
marized below.

RQ1: (Prevalence) How widespread is secret key leakage in repos-
itories, and which platforms are most affected? To assess the extent of
secret key leakage, we first leveraged the Hugging Face API (HFApi)
to retrieve a complete list of all public Spaces repositories created
between March 2022 and December 2024, collecting the data in
batches based on repository creation time. Subsequently, we cloned
a total of 313,647 public Spaces repositories using Git commands.
Our analysis revealed that 9,149 repositories contained secret key
leaks, exposing 11,557 unique keys in total. Notably, 76% of these
leaked secret keys originated from Al model service providers such
as OpenAl and Groq, a significantly higher proportion than previ-
ously reported in studies on GitHub repositories [25]. Additionally,
we identified over 2,000 leaked keys associated with platforms such
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as GitHub, database storage services, and other cloud-based tools,
further confirming that secret key leakage in the Spaces ecosystem
has reached a substantial scale.

RQ2: (Characteristics) Where are leaked secret keys primarily lo-
cated, and how has secret key leakage evolved over time? Our findings
indicate that nearly 40% of leaked secret keys are found in commit
histories, suggesting that while developers may attempt to remove
hardcoded secret keys from their code, remnants in version control
records continue to pose security risks. Moreover, almost 50% of
secret key leaks were found directly within source code files. In
addition, sensitive information was also detected in over 1,000 other
file types, such as configuration files and plaintext documents. This
suggests that besides direct hardcoding, developers’ unintentional
uploads of sensitive files further exacerbate security vulnerabili-
ties. Examining leakage trends over time, we observed a gradual
improvement in the prevalence of secret key leaks in newly created
repositories since March 2023. However, despite this progress, more
than 2% of newly created repositories each month still contain ex-
posed secret keys, highlighting the ongoing challenges developers
face in managing and securing sensitive credentials.

RQ3: (Security Risks) How many leaked secret keys remain
active, and what are the potential security implications? Our anal-
ysis revealed that nearly 30% of the leaked secret keys found in
repositories or commit histories were still valid, indicating that
simply removing hardcoded secret keys is insufficient, developers
should proactively rotate secret keys to mitigate security risks. Fur-
thermore, we detected over 1,600 valid API tokens from AI model
providers, among which 116 tokens still had available credit. If ex-
ploited by attackers, these leaks could result in substantial financial
losses for affected users. Additionally, 140 leaked database connec-
tion credentials were found to be still active, posing risks such as
data tampering, deletion, or misuse. More alarmingly, over 50% of
active access tokens associated with code hosting platforms had
write permissions, meaning that attackers could not only access and
read the code but also modify or delete projects. This poses a critical
threat to software supply chain security, further emphasizing the
need for stringent secret key management practices.
Contributions. In summary, this paper presents the following key
contributions:

o First Systematic Understanding: We present the first system-
atic study on secret key leakage in Hugging Face Spaces, offering
a comprehensive analysis and quantification of the leaked secret
keys. Our study provides a high-level overview of the preva-
lence, characteristics and security risks associated with secret
key leakage in this ecosystem.

e LLM-Powered Secret Key Detection: We design and imple-
ment Secret Reviewer, a framework utilizing LLM to detect leaked
secret keys. By incorporating Chain-of-Thought (CoT) prompt-
ing, our approach enhances the accuracy of identifying repos-
itories containing exposed credentials. Applying this tool, we
systematically assess the prevalence and distribution of secret
key leakage in Spaces.

e Empirical Analysis: We conduct an in-depth analysis of se-
cret key leakage incidents, including examining the locations of
leaked secret keys, their distribution over time, and the affected
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platforms, offering valuable insights into the characteristics of
secret key exposure.

e Security Risk Assessment: Beyond identifying leaked secret
keys, we establish a validation pipeline to assess usability and
potential security risks. Our findings highlight critical security
threats, including the persistence of active credentials and their
implications for Al platforms and software supply chain security.

Availability. The source code of Secret Reviewer and relevant arti-
facts are publicly available [1].

2 Background and Related Work
2.1 Hugging Face Space

Recent advances in Al and machine learning have led to significant
progress in areas such as natural language processing and computer
vision. Hugging Face, known as the "GitHub of Al," has become
a leading open-source platform offering models, datasets, and Al
application hosting services. In addition to model hosting, Hug-
ging Face provides Spaces, a platform for sharing and deploying
ML demo applications [10]. Spaces are Git-based repositories that
include code, dependencies, and configurations, and are catego-
rized into three types [11]: 1) Gradio and Streamlit Spaces for
interactive applications, 2) Docker Spaces for custom runtime en-
vironments, 3) Static HTML Spaces for static web pages. As a core
component of the Hugging Face ecosystem, Spaces facilitate the
open sharing of Al applications. As an integral part of the Hugging
Face ecosystem, Spaces play a crucial role in promoting the open
sharing of Al applications. However, their public accessibility also
exposes source code and configuration files, which may inadver-
tently leak sensitive credentials such as API tokens or access keys.
Thus, investigating security vulnerabilities in Spaces is crucial to
improving the overall security of ML application platforms.

2.2 LLM for SE

LLMs are a class of deep learning models trained on large-scale
text and image datasets. With advanced natural language under-
standing and generation capabilities, LLMs enable fluent human-AI
interaction [14]. Their applications span various domains, includ-
ing natural language processing (NLP), text and image genera-
tion, significantly improving Al-driven interaction and content
creation [18, 42].

Code analysis is the process of analyzing code artifacts, such as
source code and configuration files, to detect errors and potential se-
curity vulnerabilities. Recent research has explored the application
of LLMs to various code analysis tasks, including code structure
understanding [28] and program flow analysis [39]. These advance-
ments have demonstrated LLMs’ potential in enhancing automated
code review and software quality assessment.

LLM frameworks provide software infrastructure for devel-
oping and deploying LLM-based applications. These frameworks
offer APIs for model interaction and tools for application manage-
ment and deployment, facilitating the integration of LLMs into
software engineering workflows. Notable LLM frameworks include
LangChain [21], LlamaIndex [23] and DeepSpeed [5].
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Figure 2: Evolution of Secret Key Patterns and Detection
Adaptation Strategies.

2.3 Secret Key Detection

Secret key detection is a security technique designed to prevent
unauthorized access and data breaches by automatically identi-
fying exposed API keys, access tokens, and credentials in code,
configuration files, or logs [2]. Studies have shown that over 30%
of developers have experienced secret key leakage, primarily due
to usability issues, lack of training, and insufficient documenta-
tion [19, 20]. In addition, Basak et al. [4] summarized 27 practical
challenges developers face in secret key management. Rahman et
al. [33] further pointed out that organizational misalignments and
unclear responsibilities often hinder effective remediation. These
studies highlight the importance of secret key detection in enhanc-
ing security throughout the software development process.

In existing research, secret key detection methods can be broadly
categorized into three types: 1) Regular expression-based meth-
ods [16, 25, 29, 36], which rely on predefined regular expressions
and entropy-based features to identify secret keys. 2) Deep neural
network (DNN)-based methods [24, 34], which use trained deep
learning models for secret key matching. 3) Hybrid method [12, 32],
which first uses regular expressions to extract potential secret key
candidates from files, followed by deep learning models for refined
detection. While all types of methods have demonstrated strong
capabilities, they remain manual-dependent in real-world scenarios.

First, regular expression-based methods require substantial hu-
man effort to maintain rule sets. For instance, as illustrated in Figure
2, the formats of secret keys used by GitHub and Hugging Face have
evolved over time. GitHub’s Personal Access Tokens (PATs) use
different prefix identifiers, such as ghp_ and github_pat_, while
Hugging Face’s secret key format has also changed from the earlier
api_org_ to the new standard prefix hf_ [8]. This implies that
any expansion or modification of secret key formats necessitates
manual updates to the regular expressions to maintain detection
accuracy. Similarly, DNN-based methods also require adaptation
to such diversity and changes, relying on high-quality labeled data
for supervised learning [3]. However, constructing a high-quality
training dataset demands significant human effort, further increas-
ing the cost and maintenance complexity [7]. Moreover, a hybrid
method that combines regular expressions with deep learning may
suffer from both challenges. To address these issues, this paper
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proposes Secret Reviewer, a secret key detection framework based
on LLMs. Secret Reviewer eliminates the need for manually written
regular expressions or labeled datasets. Instead, it leverages LLMs’
extensive pre-trained data and strong contextual reasoning capa-
bilities to enable highly automated secret key detection, thereby
enhancing code security more effectively.

3 Approach

In this section, we describe our approach for detecting secret keys.
We define secret keys as encryption keys, API credentials, and data-
base connection strings. These sensitive pieces of information, if
leaked, can lead to severe security risks, including data tampering,
unauthorized access to protected resources, and API abuse. Before
discussing the details of the following sections, we will briefly out-
line the overall strategy. The issues in secret key detection include:
1) Performing secret key detection on every file clearly requires
significant computational resources. Therefore, an effective filter-
ing mechanism is necessary to first screen the content of the files
before performing precise secret key detection. 2) As discussed in
Section 2, the format of secret keys may change as the platform
evolves. If we directly use tools from previous works, such as those
based on regular expression matching or DNN, these methods often
require continuous updates to regular expressions or high-quality
labeled data. This process inevitably involves significant human
intervention, thereby increasing development costs.

To address these issues, we propose Secret Reviewer, a rigorous
automated framework that integrates static code analysis and LLMs
to identify leaked secret keys in Spaces repositories. As shown in
Figure 3, the framework operates through three phases: (1) Data
Collection, (2) Static Analysis, (3) LLM-Based Extraction. Specif-
ically, we first leverage HFApi and git tools to comprehensively
collect publicly available Spaces. Next, we conduct static analysis
on public Spaces by scanning sensitive files such as . py and . json,
filtering out potentially hardcoded secret keys. In addition, we also
scan commit histories to identify secret keys that were previously
exposed in plaintext but later removed, thereby ensuring a more
comprehensive security assessment. Finally, to extract the exact
secret keys from the candidate files and commit records identified
during the static analysis phase, we propose an automated extrac-
tion method based on LLMs. The candidate information is passed to
the LLM in the form of text strings, and through advanced prompt
engineering techniques, the model is guided to effectively identify
the leaked secret keys.
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3.1 Phasel: Data Collection

In this section, we describe our data collection process. Unlike
GitHub, Spaces does not offer an API for directly searching file con-
tents. As a result, we are unable to retrieve sensitive information
from repositories via remote queries and must download entire
repositories for offline analysis. To address this, we leveraged the
Hugging Face API (HFApi) to batch-fetch a complete list of all
publicly available Spaces repositories created between March 2022
and December 2024. Subsequently, we cloned a total of 313,647
Spaces repositories using Git commands, accumulating over 2 TB
of data (including .git directories). To the best of our knowledge,
this dataset represents the largest collection of Spaces repositories
to date. Although this approach increases storage, computation,
and network costs during data collection, it greatly enhances data
integrity and analytical depth in two key ways: (1) Comprehensive
Code Search — Full repository downloads enable efficient local anal-
ysis of all code files, bypassing API limitations; (2) Version History
Tracking — Retaining .git directories allows tracing of historical
commits to uncover previously exposed sensitive information.

3.2 Phase2: Static Analysis

In this section, we present our approach for identifying repositories
that are likely to contain secret key leaks. Secret keys are typically
generated as random strings using specific algorithms and encoding
formats. Although manual inspection is the most intuitive way to
detect secret keys, it is impractical at the scale of over 300,000 repos-
itories. This motivates us to develop a static filtering mechanism
to pre-select files and repositories that are more likely to contain
exposed secret keys, which can then be further analyzed by LLMs.
Therefore, inspired by previous studies [25, 34, 36], we employ
a dual-filtering approach to identify repositories that potentially
contain secret keys:

Shannon Entropy-Based Randomness Detection: First, to
quantify the randomness of a string in a file or commit history,
we use Shannon entropy as a metric. In information theory, Shan-
non entropy [37] measures the uncertainty or information content
of a random variable. When applied to strings, a higher entropy
indicates more evenly distributed characters and stronger random-
ness, which are typical traits of secret keys. Conversely, a lower
entropy suggests weaker randomness, making it less likely that
the string is a secret key. Therefore, we compute the Shannon en-
tropy of each line in every file and commit history to evaluate its
likelihood of containing a secret key. If the Shannon entropy of a
line exceeds a predefined threshold, we consider that it potentially
contains a secret key. We set the threshold to 5, guided by prior
work [38] and confirmed through our own pilot experiments.

Character Sequence Pattern-Based Filtering: Second, while
Shannon entropy effectively quantifies the randomness of a string,
relying solely on entropy values may lead to a high false positive
rate in certain cases, such as HTTP request parameters or hash
values. To enhance filtering accuracy, we further employ character
sequence pattern analysis. As highlighted in [6, 25], truly random
secret keys typically do not contain recognizable character patterns.
Therefore, we adopt the three character pattern detection meth-
ods proposed in [25], which identify strings containing specific
structured patterns, including: a) AAAA-type patterns (e.g., 1111).
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b) ABCD-increasing sequences (e.g., abcd). ¢) DCBA-decreasing
sequences (e.g., zyxw). If a string matches any of these predefined
patterns, it indicates a structured character arrangement rather than
true randomness. Consequently, we do not consider such strings as
potential secret keys.

Using the proposed dual-filtering approach, we analyzed both
source code and commit histories, identifying 12,819 repositories
with potential secret leaks. These candidates were then examined
by an LLM for deeper analysis. The dual-filtering process effec-
tively reduces noise and focuses the LLM on high-probability cases,
improving both efficiency and detection accuracy.

3.3 Phase3: LLM-Based Extraction

In this section, we introduce an LLM-based approach for secret key
extraction. Compared to traditional methods (see Section 2.3), the
LLM-based approach demonstrates several significant advantages:
1) Extensive Secret Key Pattern Learning: Through pretraining,
LLMs can learn a wide range of secret key formats across various
platforms, including legacy schemes, enabling efficient detection
without additional fine-tuning. 2) Dynamic Adaptability: LLMs
can incorporate external databases and continuously updated data
sources, allowing them to automatically adapt to emerging secret
key patterns without the need for manual rule maintenance. 3)
Contextual Reasoning Ability: LLMs can leverage code con-
text to infer and identify unseen secret key patterns, even if they
do not exist in external databases or training data. Therefore, we
implemented an LLM-Based secret key extraction module using
LangChain [21]. This module assists in secret key auditing by lever-
aging the filtered information obtained in Phase 2.

E’ (1) Indicate the amount of received text and determine whether it corresponds
! to commit information.

1 (2) It is important to note that commit information may contain one or multiple
I entries, separated by a large number of underscores. |
! (3) Determine whether there is a Secret Key leakage based on the text. If none
| are found, exit immediately?

| (4) If leakage is detected, extract all leaked Secret Keys and report the number
! of occurrences (some Secret key may be split into two concatenated strings)?
! (5) Next, based on the context, determine which real platform or company the |
| leaked Secret Key belongs to (without displaying the context)?

| (6) Finally, based on the context, determine the specific functionality that this
| Secret Key is used for (without displaying the context)?

Figure 4: CoT Reasoning for Secret Key Detection

Specifically, we extract the suspected strings and their surround-
ing 20 lines of context (following [32]) from the candidate files and
commits identified in Phase 2, and input them into the LLM as
plain text for further analysis. Additionally, to enhance the LLM’s
response quality, we integrate a Retrieval-Augmented Generation
(RAG) mechanism. We collect API-related documentation from var-
ious service providers and store it in a vector database, enabling the
LLM to generate more informed responses. To further improve rea-
soning performance, we adopt Chain-of-Thought (CoT) prompting,
which has been shown to significantly enhance LLMs’ reasoning ca-
pabilities and output accuracy [41]. We designed and implemented
a series of task-specific reasoning strategies for secret key detection
(see Figure 4). In this study, we use GLM-4-plus as the inference
model. We set the temperature to 0.0 to ensure deterministic out-
puts [32]. We allow up to 128k tokens to accommodate long-format
secrets (e.g., RSA keys) and reduce the risk of missed detections [32].
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Table 1: Comparison of Secret Reviewer(SR), Secret Reviewer
without CoT (SR-WCoT), and Truffle Hog (TH)

Metric SR | SRWCoT | TH
Precision | 93.5% 85.2% 90.1%
Leaked Space Recall 100% 97.2% 100%
FPR 0.53% 1.29% 0.86%
Leaked Secret keys ACC 100% 91.4% 95.7%

Detection Time Avg Time | 6.9s 6.2s 3.4s

3.4 Effectiveness Evaluation of Secret Reviewer

In this section, we evaluate the effectiveness of our proposed frame-
work in a fully automated setting, without manual intervention.
For our experiments, we randomly selected 1,000 code reposito-
ries from collected Spaces as the evaluation dataset. To establish
a ground truth, we invited 10 human reviewers to independently
examine these repositories for potential secret key leaks. The man-
ual inspection revealed that 73 repositories contained leaked secret
keys, involving a total of 94 exposed secret keys. Additionally, we
selected TruffleHog' [36] as the baseline algorithm. We also evalu-
ated a variant of Secret Reviewer without CoT prompting to assess
the effectiveness of CoT. We compared the performance of Secret
Reviewer across three different dimensions: 1) Leaked Space Identifi-
cation: Evaluating whether different methods can accurately detect
Spaces containing leaked secret keys. We use Precision, Recall, and
False Positive Rate (FPR) as evaluation metrics. 2) Leaked Secret
Key Detection: Assessing the effectiveness of different methods in
identifying leaked secret keys in Space repository. 3) Average De-
tection Time: Measuring the average time required by each method
to analyze a single repository. The experimental results are summa-
rized in Table 1, demonstrating the effectiveness of Secret Reviewer
in secret key leakage detection.

The experimental results demonstrate that Secret Reviewer out-
performs TruffleHog in detecting secret key leaks. When detecting
the leak space, Secret Reviewer achieves an accuracy of 93.5% with
a false positive rate of only 0.53%, whereas TruffleHog exhibits a
higher false positive rate, making it less effective in this aspect. In
addition, both methods achieved a 100% recall rate, meaning that
Secret Reviewer can achieve the same results as methods relying on
regular expressions, without the need for manual regular expression
creation. Besides, in the secret key leakage detection experiment,
Secret Reviewer achieved an accuracy rate of 100%, surpassing Truf-
fleHog’s 95.7%. This further confirms the performance of Secret
Reviewer. Nevertheless, due to the higher computational overhead
of LLMs, Secret Reviewer requires a longer detection time compared
to TruffleHog. Despite this, its more precise contextual understand-
ing significantly reduces false positives while identifying a greater
number of leaked secret keys, ultimately leading to superior de-
tection quality. Moreover, ablation experiments show that without
CoT prompting, the LLM exhibits a higher false positive rate of
1.29%, indicating that CoT effectively reduces false positives. In ad-
dition, the precision and accuracy metrics in both leaked space and
secret key detection demonstrate that CoT prompting significantly
enhances the detection performance of Secret Reviewer.

'We selected TruffleHog as our baseline because it is the only method officially in-
tegrated with Hugging Face Spaces. Therefore, we consider it the state-of-the-art
solution for secret key detection in this context.
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4 ROQ1: Prevalence
4.1 Methodology

Using the approach described in Section 3, we conducted an in-
depth analysis of the prevalence of secret key leaks in Spaces. We
first provide an overview of the overall secret key leakage in Spaces,
followed by a detailed examination of the prevalence of secret key
leaks across different platforms. Furthermore, to better illustrate
the situation of secret key leakage in Spaces, based on previous
study[2, 3, 25] and the characteristics of the Space platform, we
categorize keys into the following four major types:

o AI Model Provider (e.g., OpenAl) — These secret keys are used to
authenticate API requests for Al model services, granting access
to functionalities such as text generation, image synthesis, and
model fine-tuning.

e Code Hosting Platform (e.g., GitHub) — These secret keys pro-
vide access to version control and repository management ser-
vices, enabling operations such as code cloning, pushing, and
repository configuration.

e Storage Service (e.g., MongoDB) — These secret keys grant access
to cloud storage or database management systems, facilitating
data retrieval, modification, restore, and administrative control.

e Other (e.g., SSH, Consumer Keys, OAuth Credentials) — These
secret keys includes cryptographic keys and authentication to-
kens used for secure communication, encryption, and third-party
integrations with applications.

4.2 Results

4.2.1 Secret Key Leakage Overview. We applied Secret Reviewer to
313,647 Spaces repositories to detect secret key leakage. The result
revealed that 9,149 repositories (approximately 3% of the total)
contained leaked secret keys, with a total of 11,557 unique secret
keys identified. On average, each affected repository contained 1.26
secret keys. A detailed examination of the data shows that the vast
majority (95.6%) of the repositories with leakage issues contained
only a single leaked secret key, while the most severely impacted
repository exposed six unique secret keys. From the developer
perspective, our study involved 6,909 distinct developers. Among
them, 3,008 developers (43.5%) were associated with only a single
space repository. The presence of secret key leaks across thousands
of repositories and developers suggests that secret key management
remains a critical security concern in the Spaces ecosystem.

4.2.2 Distribution of Leaked Secret Keys by Platform. We further
categorized the leaked secret keys based on different platforms and
classified the types of secret keys following the existing study [25]
(see Table 2). Our analysis reveals that API key leaks from Al service
providers are the most prevalent. Specifically, we identified over
8,000 leaked secret keys from Al service providers, with OpenAI
accounting for the highest number (6,959 leaks). This proportion
is significantly higher than previously reported in GitHub-based
studies [25]. Further investigation shows that these API keys are
predominantly used for cloud-based model inference and compu-
tational resources, suggesting that while Al providers’ APIs lower
the barrier to accessing models, they also introduce a higher risk
of secret key leakage compared to other services. Additionally, we
detected leaked credentials from database platforms and SSH RSA
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login keys, which pose severe security risks. If obtained by attackers,
these secret keys could lead to data tampering, system breaches, and
even full platform compromise (see Section 6 for details). Moreover,
we identified over 1,800 leaked secret keys from code hosting plat-
forms, which could jeopardize code access permissions and expose
repositories to malicious modifications. Furthermore, API key leaks
from social media platforms (e.g., Twitter), cloud service providers
(e.g., AWS), and payment systems (e.g., Mailgun) present additional
security threats, including account hijacking, cloud resource abuse,
and unauthorized transactions.

Observation #1: Al-related API key leaks dominate the detected
exposures, which aligns with Spaces’ primary use in AI/ML devel-
opment. Meanwhile, the exposure of database credentials and social
media access tokens are also critical concerns, particularly in applica-
tion integration, data management, and code hosting scenarios, where
secret key leakage may lead to severe security vulnerabilities.

Table 2: Distribution of Leaked Secret Keys Across Different
Platforms in Spaces

Type Name Category Count
OpenAl API Key 6,959

AJ Model Groq API Key 1,796
Provider Replicate API Key 36
Nvidia API Key 20

Code Hosting Hugging Face  Access Token 1,761
Platforms Github Access Token 61
Storage Mongodb DB Credential 315
Service Postgresql DB Credential 209
RSA Encryption Key 8

Openssh(EC)  Encryption Key 52

PGP Encryption Key 67

Twitter Access Token 79

Other Facebook Access Token 52
Twilio API key 23

Google OAuth ID/API Key 57

AWS Access Key 29

Stripe API Key 30

Mailgun API Key 3

5 RQ2: Characteristics
5.1 Methodology

In this section, we construct a dual-dimensional analytical frame-
work to systematically investigate the characteristics of secret key
leakage incidents within the Spaces platform. Our analysis focuses
on two main dimensions: the distribution of file types and tempo-
ral trends, aiming to uncover the latent patterns and evolutionary
dynamics of such security issues.

5.1.1 File Type Distribution Analysis: To identify potential patterns
of key leakage at the file type level, we analyze the distribution
of file types in the leakage samples detected by Secret Reviewer.
This reveals the high-risk locations and concentrated regions of key
leakage across different file types. Specifically, all files containing
leaked keys are categorized into five groups: (1) Commit history,
(2) Source code files (e.g., .py), (3) Configuration files (e.g., .env,
Dockerfile), (4) Text documents (e.g., .md, . txt), and (5) Data files
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(e.g., .csv). We map all detected leak instances to these categories
and compute the number and proportion of leaks in each type. This
categorization offers a comprehensive view of how secret key leak-
age is distributed across file types on the Spaces platform, reflecting
developers’ coding practices, handling of sensitive information, and
associated security risks.

5.1.2  Temporal Trend Analysis: To further investigate the temporal
dynamics of secret key leakage, we develop a time-series trend anal-
ysis leveraging the repository timestamp information introduced in
Section 3.1 and the leakage data identified by Secret Reviewer. We
extract four key indicators: (1) the number of newly created Spaces
repositories per month; (2) the number of repositories with key leak-
age incidents among the newly created repositories in each month;
(3) the number of newly discovered unique secret keys among the
newly created repositories in each month; and (4) the leak ratio, de-
fined as the proportion of repositories with secret key leaks relative
to the total number of newly created repositories in that month.
Through this time-series analysis, we not only illustrate the overall
trend of key leakage on the Spaces but also identify several critical
fluctuation points. These findings provide empirical evidence for
assessing the evolution of developers’ security awareness and the
effectiveness of platform-level safeguards.

5.2 Results

5.2.1 File Distribution of Secret Keys. Firstly, as shown in Table
3, source code files have been identified as the primary source of
secret key leaks, with nearly 6,000 leaked secret keys discovered,
the majority of which are in . py files. This finding contrasts with
leak patterns on GitHub, where secret keys are typically exposed
in encrypted file types (e.g., .key files) [25]. In contrast, on the
Hugging Face Spaces platform, leaks are predominantly found in
source code files. This discrepancy may be attributed to the plat-
form’s built-in web services. As discussed in Section 2, developers
can run Al applications simply by writing brief Python scripts. This
convenience offered by tools such as Gradio and Streamlit, while
facilitating Al application deployment, also significantly increases
the risk of secret key leakage.

Secondly, the Git commit history (i.e., the .git/) is the largest
source of secret key leaks, with 3,883 leaked secret keys identified.
This indicates that even if developers delete sensitive information
from files, this data can still persist in Git’s version history. Attack-
ers can retrieve these exposed tokens using commands like git log
or git reflog. In Section 6, we further analyze residual secret keys in
historical records and discuss the necessity of cleaning Git history.

Further analysis shows that configuration files are a major source
of secret key leaks, with .env environment variable files alone ex-
posing 957 keys. This often results from developers neglecting to
add .env files to .gitignore, leading to accidental uploads. Addi-
tionally, unlike GitHub, the Space platform’s direct code execution
may create challenges for some developers, especially beginners.
Other structured configuration files, such as Dockerfile, . TOML,
and .yml, also contain significant leaks, indicating that secret keys
are often unintentionally exposed during containerization or in-
frastructure configuration, further amplifying security risks.

In addition, token leaks are also found in text and data files. Leaks
in Markdown files (138 leaks) and text files (132 leaks) indicate
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that developers inadvertently included API keys in documentation,
README files, or explanatory texts. Besides, users may also create
various text files with different names, in which secret key leaks
can also occur (as shown in ’other’ in Table 3). Finally, leaks in
CSV data files (32 leaks) suggest potential security vulnerabilities
in small-scale data sharing and storage processes.

Observation #2: The proportion of leaks in code files further con-
firms the distinctive nature of AI/ML development on the Spaces
platform, where developers are likely to embed API keys directly in
their code to call external models or data services. Additionally, from
the perspective of Git commit history, regardless of whether developers
change secret keys or realize a leak and attempt to fix it, these secret
keys remain in the commit history, posing a persistent security risk.

Table 3: Secret Key Leakage Distribution Across Files

Type Name Num  Proportion (%)
Commit history .git/ 3883 32.86
Py 5262 46.73
.ipynb 305 2.58
Code file Js 88 0.74
.sh 44 0.37
.go 6 0.05
.env 957 8.10
json 275 2.33
jsonl 8 0.07
yml 118 1.00
Config fil
ontig e DockerFile 74 0.63
.toml 59 0.50
.ini 13 0.11
.env-sample 13 0.11
Axt 132 1.12
.example 21 0.18
Text file md 138 117
others 129 1.09
Data file .csv 32 0.27

5.2.2 Trends in Secret Key Leakage. Figure 5 illustrates the four
temporal metrics introduced in Section 5.1 for analyzing secret key
leakage trends on the Spaces. The blue line represents the number of
newly created Spaces repositories per month, the red line indicates
the number of repositories with key leakage incidents among these
new repositories, and the yellow line shows the number of newly
discovered unique leaked keys. The green line denotes the leak
ratio. The first three metrics are plotted on the left axis using a
logarithmic scale, while the leak ratio is displayed on the right axis.

From the trends, we observe that the total number of repositories
(blue line) is steadily increasing, indicating a growing usage of the
Hugging Face Spaces platform. However, the number of reposito-
ries with secret keys (red line) and the number of leaked secret keys
(yellow line) are also rising, suggesting that while the platform
is rapidly developing, the risk of secret key leaks is concurrently
increasing. The proportion of leaked repositories (leak ratio, green
line) exhibits significant fluctuations. In April 2023, there was a
marked spike in the repository leak proportion, exceeding 5%, indi-
cating a sharp rise in secret key leak risks during this period. This
peak is likely related to the increased interest in LLMs, such as the
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Figure 5: Evolution of Secret key Leakage in Spaces

release of ChatGPT’s plugin functionality in April, which attracted
more users to engage with LLM applications [17]. Subsequently,
the proportion of leaked repositories decreased, although it began
to rise again in October 2024. However, it remained below 4%, sug-
gesting developers’ security awareness had increased and effective
measures were being implemented by the community (such as the
collaboration with TruffleHog announced in 2024 [15]).
Observation #3: The trend analysis indicates that the rapid ex-
pansion of the Spaces has indeed contributed to an increase in secret
key leak issues, particularly between March 2022 and March 2023,
when the leak proportion continuously rose. However, the subsequent
trend stabilization reflects the effective security measures the Hugging
Face community has implemented to address secret key leak risks.

6 RQ3: Security Risks
6.1 Methodology

In this section, we discuss the potential risks posed by secret key
leakage. We begin by modeling the threat of such leakage, followed
by a clarification of our ethical considerations. Finally, we provide
a detailed description of the automated process used to verify the
validity of the leaked secret keys.

6.1.1 Threat Modeling. In this section, we analyze the security
risks associated with secret key leakage in the Spaces environment.
Through an investigation of various platforms and by incorporat-
ing Microsoft’s STRIDE threat analysis model [26], we summarize
the potential impacts of different types of secret key leakage into
the following three key dimensions: personal information leak,
data tampering (including unauthorized access and misuse), and
financial loss (see Table 4). Specifically:

o AI Model Provider Secret Keys — Leaked API tokens may expose
user profile data, leading to personal information breaches. At-
tackers may also exploit the API to generate malicious content
or abuse API resources, resulting in substantial financial costs
for the secret key holder.

Storage Service Secret Keys — Attackers can leverage compro-

mised credentials to access, modify, or delete sensitive data, lead-

ing to data breaches, service disruptions, or ransomware attacks.

Additionally, stolen storage resources may be exploited for DDoS

attacks, further amplifying security risks.

e Code Hosting Platform Secret Keys — Leaked API tokens may
grant unauthorized access to private repositories, exposing pro-
prietary code and sensitive credentials. Attackers can tamper
with source code, delete repositories, or conduct supply chain
attacks, potentially causing data theft, and financial losses.
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o Other Secret Keys — This category includes SSH keys, RSA keys,
and OAuth Consumer Keys. The exposure of SSH and RSA keys
may enable unauthorized remote access, system compromise,
and persistent backdoor implantation. Meanwhile, leaked OAuth
Consumer Keys can be exploited by attackers to impersonate
legitimate applications, leading to user data breaches and large-
scale account compromises.

In Section 5, we observe the presence of numerous secret keys in
commit history. Therefore, in the subsequent analysis of security
risks, we will address the following aspects separately: (1) secret
keys embedded in the commit history (.git files), and (2) hardcoded
secret keys exposed in plaintext within the source code files.

Table 4: Risk Analysis by Service Type

Service Type Personal Data Economic
Info Leak Tamper Loss

AI Model Provider v X v

Storage Service v v v

Code Hosting Platform v v v

Other v v v

6.1.2  Ethical Considerations. Before introducing our automated
verification pipeline, we first clarify the ethical considerations that
guided our study. In the process of verifying secret keys, we follow
the practices adopted by existing secret detection tools [36] and
ethical guidelines [13], utilizing official API interfaces provided by
various platforms to verify the validity and access scopes of de-
tected keys. These interfaces are specifically designed for checking
whether a key is active and determining its associated permissions.
Furthermore, to address potential ethical concerns, we enforced
strict data protection measures throughout the verification process:
no sensitive information returned by the APIs was recorded, and
no actual operations were performed on external systems or ser-
vices. In addition, we adhered to the principle of least privilege by
executing only the essential validation steps, thereby ensuring the
integrity of our research while minimizing any potential impact on
key owners. Therefore, our evaluation was imited to three types of
secret keys: Al model provider, code hosting platform, and storage
service. We outline our ethical considerations for each service type:

AI Model Provider (e.g., API Tokens for OpenAl) — These secret
keys primarily exist as API keys, enabling developers to access Al
inference services for tasks such as text generation, image synthesis,
and model fine-tuning. Even if these tokens are not leaked, many
are still used in publicly accessible Spaces for inference services.
Therefore, testing their validity does not introduce additional se-
curity risks. Moreover, we strictly adhere to ethical guidelines and
ensure that these API keys are not misused in any way.

Code Hosting Platform (e.g., GitHub API Tokens) — For this
category, we only use the official APIs provided by the respective
platforms to analyze the types of potentially leaked secret keys. We
do not perform any unauthorized deep access or operations.

Storage Service (e.g., MongoDB Credentials) — For this type of
secret key, we only verify whether a connection can be established,
without attempting login or any subsequent operations. This pre-
caution ensures that no real data leakage or system damage occurs
during our testing process.
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Other (e.g., SSH Keys, RSA Keys, Consumer Keys) — Testing even
a simple connectivity on this type of secret keys could lead to risks
such as privacy breaches, reputational damage, or security threats
to the secret key holders. To prevent any unintended consequences,
we avoid conducting any testing on these secret keys.

Besides, this study has been reviewed and approved by the Aca-
demic Ethics Review Committee of the first authors institution
whose role is equivalent to the Institutional Review Board (IRB) in
the United States.

6.1.3 Automated Verification Pipeline. Building upon the afore-
mentioned ethical considerations, we introduce the core concept of
our automated verification pipeline to verify the validity of leaked
secret keys. As shown in Figure 6, we first evaluate the active status
of different types of secret keys using APIs provided by various
platforms. For secret keys that remain active, we further evaluate
their potential risks: for Al service provider and code hosting plat-
form secret keys, we attempt to retrieve personal information to
assess their access scope. Additionally, we validate the functionality
of different types of secret keys. Specifically, for Al service provider
secret keys, we test whether they can invoke inference services of
various models, while for code hosting platform secret keys, we an-
alyze their permission scope, including read, write, and fine-tuning
privileges. Notably, for storage service secret keys, we only verify
their validity without performing actual login attempts, thereby
minimizing any potential impact on real-world environments.

6.2 Results

6.2.1 Model Provider. We first evaluated the leakage of API tokens
from different Al model providers, assessing their usability, poten-
tial for privacy breaches, and whether the tokens had remaining
quotas (denoted as "Available" in the Table 5). The results show
that OpenAlI and Groq have the largest token leaks. Specifically,
OpenAlI had 4,236 plaintext tokens and 2,723 tokens exposed in
commit hostory, with 840 (19.8%) and 804 (29.5%) still active, re-
spectively. Notably, our investigation of major Al model providers
revealed that OpenAI’s active API tokens can access personal infor-
mation (e.g., name, phone number, email), and 49 tokens still have
available quotas. If these tokens are exploited by attackers, they
could lead to privacy breaches. On the other hand, Groq had 1,397
hard-coded tokens and 399 tokens exposed in .git files, with only
33 (2.4%) and 34 (8.5%) still active, respectively. However, 67 tokens
still have remaining quotas, posing a higher potential economic
loss risk compared to OpenAl In contrast, Replicate and Nvidia
had fewer leaked tokens, all of which were inactive and had no
available quotas, suggesting that their API tokens have likely been
revoked or rotated by the owners.

Observation #4: The existence of leaked secret keys that remain
active and have unused quotas highlights the dual risk posed by

Retrieve Personal Invoke Inference
Information Services

Al Model
Provider

Verify The j )
Active Status \ age Ser

Code Hosting
Platform

Retrieve Personal
Information

Analyze
Permission Scope

Figure 6: Verification pipeline for secret key leakage risks.
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exposed API tokens from Al model providers. Beyond compromising
user privacy, these leaks can lead to direct financial losses, as attackers
may exploit the exposed tokens for unauthorized usage.

Table 5: Leaked Secret Keys in AI Model Platforms

Platform Plaintext Commit History Available
Total Active Total  Active

OpenAl 4236 840 2723 804 49

Groq 1397 33 399 34 67

Replicate 22 16 14 10 0

Nvidia 14 0 6 0 0

6.2.2 Code Hosting Platforms. Then, we conducted a retrospective
evaluation of leaked access tokens across two types of code hosting
platforms (as shown in Table 6). In terms of quantity, we identi-
fied numerous exposed tokens on both Hugging Face and GitHub.
Specifically, Hugging Face had 1,106 leaked tokens, of which 53
remained valid, while GitHub had 37, with 31 still usable. More
alarmingly, despite some tokens being removed from repositories,
41 Hugging Face tokens and 13 GitHub tokens remained valid. This
indicates that merely deleting exposed credentials does not elimi-
nate security risks. Without proper revocation, attackers can still
exploit these credentials for unauthorized access.

Additionally, the security risks associated with access tokens
not only depend on their leakage but are also closely related to
their permission levels. We conducted a further permission anal-
ysis on currently active tokens. The results reveal that numerous
tokens have high-risk write or fine-grained permissions. Specifi-
cally, among the leaked tokens from Hugging Face, 55 have write
permissions, accounting for more than half of the available tokens,
which could lead to model tampering, data contamination, or the
injection of malicious code. On the other hand, among the GitHub
tokens, 18 have write permissions, allowing attackers to modify or
delete repositories, or implant backdoors, thereby launching supply
chain attacks. Notably, through manual analysis of the code context,
we found that some code does not actually use these write capa-
bilities. Furthermore, GitHub also has 24 tokens with fine-grained
permissions. If these tokens are associated with CI/CD pipelines,
automated deployments, or infrastructure management, they could
pose more serious long-term security risks.

Observation #5: These findings suggest that leaks from code host-
ing platforms not only have the potential to cause data breaches but
also expose a failure to adhere to the principle of least privilege (PoLP)
during development. If tokens are leaked, attackers may gain direct
access to modify systems and code, potentially triggering more severe
supply chain security incidents, thus escalating security risks.

6.2.3 Storage service. Finally, we analyzed the leakage of secret
keys in storage services (As shown in Table 7). The analysis re-
vealed that a total of 268 MongoDB and 194 PostgreSQL database
credentials were exposed in plaintext, with 45.1% of the MongoDB
credentials still active. In contrast, only 1.5% of the PostgreSQL
credentials remained usable. Additionally, we identified a total of
19 active credentials found in commit history. While the number
of leaked storage service credentials is relatively low compared
to other types of secret keys, once attackers obtain these leaked
credentials, they can directly access, modify, or even delete data
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Table 6: Leaked Secret Keys in Code Hosting Platforms

Platform Plaintext Commit History Permission Distribution
. . . Fine-
Total Active (%) Total Active (%) Read Write . Total
Grained

Hugging Face 1106
GitHub 37

53 (4.79%) 655
31(83.8%) 24

41 (3.71%) 38 (40.2%) 55 (58.2%)
13 (35.1%)

1(1.06%) 94

2(4.45%) 18 (40.9%) 24 (54.5%) 44

Table 7: Leaked Secret Keys in Storage Service.

Platform Plaintext Commit History Active
Total Active Total Active

MongoDB 268 121 47 18 139

PostgreSQL 194 3 15 1 4

in the databases, potentially leading to large-scale data breaches,
data tampering, and service disruptions. Furthermore, attackers
may exploit these credentials for persistent control, inject malicious
data, or even carry out database encryption ransomware attacks.
Observation #6: Although storage service leaks are less frequent,
the potential risks associated with these leaks can be significant: 1)
Once the credentials are verified as valid, attackers can at least gain
read access, leading to data breaches, particularly in NoSQL databases
like MongoDB, which often lack strict access controls by default. In
such cases, attackers may be able to obtain read-write access without
additional authentication, significantly increasing security risks; 2)
Since these database services typically do not rotate/abandon creden-
tials proactively, if developers fail to find the leak in time, the security
threat may persist, potentially going unnoticed for an extended period.

6.3 Case Studies

To further demonstrate the real-world risks posed by secret key
leakage across different platforms, we conducted case studies on
three distinct service types discussed in Section 6.2 and performed
sampling analysis to validate the prevalence of such risks. It is
important to note that, for ethical reasons, no actual leaked content
is disclosed in our case studies. In addition, to help researchers
better understand the potential impact of secret key leakage, we
created test secret keys for different platforms in our open-source
repository and provided detailed tutorials [1], enabling controlled
and reproducible exploration of these risks. We next describe three
types of case studies in detail.

6.3.1 Al Model Platforms. For leaked secret keys associated with
Al model provider platforms, we found that beyond financial abuse,
these keys can also be used to invoke official user profile query
APIs, granting access to users’ personal information and leading to
severe privacy breaches. Taking OpenAI’s API token as an exam-
ple (as shown below), we confirmed that a leaked key can be used
to retrieve sensitive information such as the user’s email address
and name. To estimate the prevalence of similar risks across all
identified leaked keys, we conducted a sampling analysis with a
95% confidence level and a +4.9% margin of error, in accordance
with standard software engineering practices. Specifically, we sam-
pled 326 keys from a total of 1,737 valid leaked secret keys from
Al model providers. The results showed that 309 of these keys in-
volved personal information exposure, and 8 remained active with
available usage quotas at the time of analysis. The results highlight

the serious privacy/finance risks posed by the secret key leak from
the Al model provider.

Privacy info exposed through OpenAl API Key

"userinfo":{
"id":"xxx", "object":"user",“created”: xxx,

v

"email":"xxx", "name": ,"speed_limit":true

}

6.3.2 Code Hosting Platform. For leaked secret keys associated
with code hosting platforms, we found that once a leaked key has
read permissions, an attacker can access and exfiltrate sensitive
content from private repositories. If the key has write permissions,
it may further allow tampering with or overwriting repository con-
tents, leading to more severe security risks. Taking Hugging Face
(HF) access token as an example (as shown below), our verification
through the official API revealed that such token can enumerate
all repositories associated with the user, including private ones.
With knowledge of the repository name, the token can also be used
to download its contents. It is important to note that our testing
was conducted using access tokens generated from a self-created
account and did not involve any real leaked credentials. Following
the sampling practices described in Section 6.3.1, we sampled 103
tokens from a total of 138 active leaked secret keys identified on the
platform. Among them, 31 tokens had read permissions, of which
18 could access private repositories; 55 had write permissions, with
38 able to access private repositories; and 17 had fine-grained per-
missions, 6 of which also granted access to private repositories. The
results indicate that a significant portion of leaked access tokens
have permissions to access private repositories, posing serious risks
of data leakage and integrity compromise.

Private repo exposed through HF access token

Token is valid(perimission:read)
username : Xxx Org:yyy-yyy,zzz-zzz
Models: Datasets:
xxx/abcd Private = True xxx/efgh Private =True

6.3.3 Storage Service. For leaked secret keys associated with stor-
age service platforms, we found that leaked database credentials
can be used to directly connect to external databases, enabling
unauthorized data access or modification and posing risks such as
privacy breaches and data corruption. Taking MongoDB credentials
as an example (as shown below), a single-line script is sufficient
to connect to the target database, and basic code can be used to
perform various data operations. Given the ethical and security
concerns associated with accessing or modifying real databases,
we did not conduct sampling analysis on leaked credentials from
such platforms. However, we verified the potential impact through
a self-hosted MongoDB test account. Our controlled experiments
suggest that the 143 active DB credentials listed in Table 7 pose
significant risks of unauthorized access and data manipulation.
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Malicious operations using DB credentials
client = MongoClient('DB_Credentials') # Connect
client.list_database_names() # Read
insert_result = collection # Write
.insert_one({"key": "maliciouscontent"})

7 Discussion
7.1 Key Takeaways

Our study reveals that secret key leakage is prevalent and persistent
in HF Spaces repositories, posing substantial security risks due to
exposed and active credentials. Through the validation of different
types of secret keys, we conducted an in-depth analysis of the
potential security risks posed by each type of key. However, it is
important to note that the active secret keys found in the commit
history demonstrate that, regardless of whether the secret key was
removed from plaintext through the warnings of Hugging Face’s
official secret key detection tools, or the developer’s self-awareness,
the security issue of secret key leakage remains. The reason is
that, for attackers, even though the plaintext secret key is removed
from the code, it may still persist in the history. If the secret key
remains active, it can still be exploited by attackers. Therefore,
simply deleting the secret key is not enough to fully eliminate
the risk. To completely address this risk, in addition to removing
the plaintext secret key, developer must also rotated or disabled
secret key immediately. This ensures that even if the secret key is
discovered by attackers, it cannot be further exploited.

7.2 Suggestions

To address these risks and improve management practices, we
propose several suggestion and mitigation measures from two per-
spectives: developers and the Hugging Face community.

Developer Perspective: Our study reveals that a significant num-
ber of secret keys are hardcoded in plaintext within code and con-
figuration files, leading to potential exposure of sensitive informa-
tion. To mitigate this risk, developers should avoid storing secret
keys directly in code and instead utilize environment variables (al-
ready supported in Spaces) or Secret Managers for secure storage.
Additionally, developers should explicitly ignore sensitive files in
.gitignore to prevent inadvertent commits containing secret keys.
Furthermore, our experiments show that removing secret keys from
source code is not enough, as they may still exist in Git commit
history. Therefore, we recommend using tools like git filter-repo or
BFG Repo-Cleaner to thoroughly sanitize Git history. Lastly, regular
rotation of secret keys is essential to minimize long-term exposure
and prevent unauthorized access.

Hugging Face Community Perspective: Although Hugging
Face has integrated TruffleHog for secret key detection, our findings
reveal that this mechanism only blocks Hugging Face-specific API
keys, while secret keys from other platforms can still be uploaded.
Moreover, while Hugging Face notifies users by email after detect-
ing leaked secret keys, this passive approach can be overlooked,
posing ongoing risks. To address this issue, we recommend that
Hugging Face adopt GitHub’s method of actively blocking com-
mits containing sensitive credentials and requiring explicit user
confirmation before proceeding. Additionally, Hugging Face should
enhance user security by offering secure coding guidelines during
Space creation and integrating a one-click Git history sanitization
tool into the UL
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7.3 Generalizability of Our Findings

We conducted a similar empirical study on ModelScope’s online
deployment platform [27] (referred to as ModelScope Space), which,
like Hugging Face Spaces, allows developers to deploy and share
interactive Al applications. We collected 4,481 publicly accessible
ModelScope Spaces and applied our detection pipeline to identify
leaked secret keys. As a result, we identified 8 instances of leaked
secret keys, including: two Hugging Face access tokens (from a
.py and a .md file) with one remaining active with fine-grained
permissions despite no associated repositories; one GitHub access
token found in a . py file being inactive; five OpenAl API keys were
identified (from .py, .txt, and . json files) with two remaining
active and containing personal information although both have
exceeded their usage limits. This finding confirms that the risk of
secret key leakage is not unique to Hugging Face Spaces, it is also
present on other app-hosting platforms that support interactive de-
ployment. It further demonstrates the robustness and applicability
of our approach across different deployment ecosystems.

7.4 Limitations

This study has several limitations. First, although we did not per-
form real-world attacks out of ethical considerations, we provided
multiple concrete case studies to demonstrate the practical ex-
ploitability of leaked secret keys. These examples offer compelling
evidence that such leakage can indeed lead to serious security
consequences, even without actively triggering the attack process.
Second, our detection pipeline may produce a few false positives.
Nonetheless, this primarily affects the overall count of detected
secret keys. It does not compromise the validity of those keys that
have been successfully verified as functional or active, nor the secu-
rity risks associated with their exposure, which remain central to
our security analysis. In future work, we plan to explore the devel-
opment of attack simulation tools to better quantify the real-world
threats posed by leaked secret keys.

8 Conclusion

Hugging Face Spaces has become a convenient and efficient plat-
form for hosting AI applications, but its ease of use may lead to
secret key leakage. In this study, we conduct a large-scale empirical
analysis of secret key leakage on the Space platform. Our findings
reveal that 30% of the detected secret keys were leaked through
commit history, and more than 1,000 non-code files contained sen-
sitive data. Furthermore, we validated the usability of the detected
secret keys, showing that 30% of them remained active. Specifically,
we identified 140 valid database credentials and found that 50% of
the exposed API tokens retained write permissions, highlighting
the severe security risks posed by secret key leakage in Space.
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